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Chemistry Department
Lt. K.G. Kataria College,
Daund Dist. Pune.

Date-20/11/2019

To,
Principal/IQAC
Lt. K. G. Kataria College,

Daund Dist. Pune.

Sub.- Permission for conducting value added certificate course on Cyber Security.
Respected Sir,

Chemistry department of our college have decided to conduct value added
certificate course on Cyber Security for 30 students of F.Y._.B.Sc. Course will conducted in
three months and started from Dec.2019. The syllabus of said course is very useful to
students. All teachers will be involved in this course work. Necessary guidelines were given
to the students. Expecting permission for conducting value added certificate course on

Cyber Security.

Copy Forward to:

1] IQAC, Lt. K.G. Kataria College.
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Lt. K.G. Kataria College, Daund.
VALUE ADDED COURSE - CYBER SECURITY
2019-20
Syllabus

Chapter 1: Overview of networking concepts. (05 lecture)

Basics Of Communication System, Transmission Media, Topology and Types of Networks.
CP/1P Protocol Stack, The Internet.

Chapter 2: Information security concept. (05 lecture)

Network Security Types of attacks.

Cheaper 3: Security Threats and Vulnerabilities. (05 lecture)

Overview of Security threats

Weak / Strong Passwords and Password Cracking
Insecure Network connections

Malicious Code

Programming Bugs

Chapter 4: Cryptography / Encryption. (05 lecture)
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Lt. K.G. Kataria College, Daund.
VALUE ADDED COURSE - CYBER SECURITY
2019-20

Questions paper |
Marks :15
Instructions:
All questions are compulsory.

Each question carries one mark.

1) Due to attack of unauthorized users one or more systems of organization become

unusable is a .........c......... SECUTity attack.

A)interruption B) interception. C)fabrication D)modification
2) IWM Stands for —

Al Information Website Monitor B] Infrastructure Website Monitor

C| Information Web Manipulator. D] The information Warfare Monitor

i) Threat can be either ‘International’ or
Al Natural B] Individual C] Accidental. D] Capable
4) What is the solution for availability of data?
A) Integrity B) Encryption  C) Backup D) None

5) Full form of B.P.S. is

A) Bits Per Second  B) Bytes Per Second C) Bill Per Second. D) Baud Per Second

6) FTP protocol is used in layer of 1SO/0SI model.

A) application. B) presentation. C) network. D) data link
7) wevesereennnn is @ process of changing plaintext into ciphertext.

A)Cryptography B) Encryption. C)Decryption D) Cryptanalysis.

%) Passwords are used for ——--—-
Al Access B] Searching. C] linking D] authentication

9) Vulnerability is a ......... which allows an attacker to reduce a system’s information



assurance.
B] Weakness. C] Preakness D]Attack

A] Softness

10) Threat can be either ‘International’ or ---------

A] Natural B] Individual C] Accidental D] Capable
11) Computer forensics is also knOwn as ...

A) Cyber forensics B) E-commerce C) Cryptography D) Dictionary Attack

12) 1SO/0SI model is layer model.
A) 7. B) 5 C)4 D)3

1 3) Internet Explorer is a web browser used in operating system.

j Windows O.5. B) UNIX O.S. C) LINUX O.5. D) SUN SOLARACIS

14) Full form of MAN is

A) Metropolitan Area Network B) Municipal Area Network

C) Man Area Network D) Master Area Network .

15) Area covered in PAN is _
A) 1 meter B) 1 km. C) 10 km. D) 100 km.

16) Basic Components of Communication systems are

1: Data source 2: Transmitter 3: Transmission media 4: Receiver & Destination

a)1&2 b)1&3. c)2&4 d12,3&4 .
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Lt. K.G. Kataria College, Daund.
VALUE ADDED COURSE - CYBER SECURITY
2019-20

Questions paper Il
Marks :15

Instructions:
All questions are compulsory.

[ ach question carries one mark.

} In computer network, fastest transmission media is

1) twisted-pair cable.  b) co-axial cable  c¢) fiber optic cable  d) radio waves

2) In TCP/IP, at application layer, protocol used is

a) SMTP b) TCP. c) UPD d)IP
3) Which method is used for Integrity of data?
a) Encryption  b) Cryptography  c) Steganography  d) E-Commerce
4) In computer security, ...........c.cceeeeeene. means that computer system assets can be modified
only by authorized parities.
a) Confidentiality  b) Integrity. c) Availability. d) Authenticity
5) Man-In-The-Middle Attack is the type of .................. attack.
a) Passive b) Active c) Password. d) Phishing
6. is one of the goal for security.
Encryption b) Backup c) Integrity d) Steganography
7) Most of the popular banking threats come from the -—--- family.

a) Worms. b) Spyware. c) Shareware d) Trojan



8) Key logger is very powerful threat to ---- peoples login credential such as

username & password.

a) Steal b)Avoid. c) return d) open

9) A---m-mee- website which is designed to look almost like the actual website is form of
phishing attack.

a) Real b) Fake. c) Local d) Global

10) For securing the system make backups of important --------—-- & Folders.

a) Files. b) Data  c) Reports. d) All above
|| e is a process that takes input of message & returns fixed-size-string.
a) hash. b) hash value. c) hash function. d) hash digest

12) After applying hash function on message we get ...........

hash b) hash value ¢) hash function d) hash digest
13) ...cccoceneen.. is Obtained by encrypting hash value with sender’s private key.
a) Digital signature b) Original signature.  c) Image signature. d) none of above.
14) ....ccoosnnnen. is @ mediator which verifies signature about origin and content.

a) Egyptian b) American c¢) Arbitrator. d) Non of obove
18 digital signature is one of the type of digital signature.
a) Direct  b) Indirect ¢) Unidirect d) Non of obove

16) In TCP/IP, at transport layer, protocol used is

a) SMTP b) TCP. c) UPD. d) IP
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Lt. K. G. Kataria College, Daund.

VALUE ADDED COURSE - CYBER SECURITY

2019-20
Admission List
Sr.No. Student Name Mobile No. email Cast
Name
1 GAURAV SURESH PATIL 8956805696 gauravpatil8056@gmail.com NT(C)
2 SUPRIYA DADASAHEB 8390489673 suprivakhaladkar9@gmail.com SEBC
KHALADKAR
3 JIVAN SANTOSH SHELKE 9604873153 iivanshelke2001@gmail.com 0OBC
4 JESSICA JAMES JADHAV 7709942744 ladhavijessica321@gmail.com DT(A)
5 GANESH DIGAMBAR SADGAR 9130131480 ganeshdsadgar@gmail.com NT(C)
6 SHAIKH MISBAH MOHAMMAD |9762467313 rafiques786@yahoo.com OPEN
RAFIQUE
7 ABHUJIT PRAKASH CHAUDHARI |9613539696 abhijitchaudharil961@gmail.com OPEN
8 VISHAL ROHIDAS SONAWANE |8308869205 vishnusonawane2002@gmail.com SC
9 SARITA AVINASH RIKIBE 7620716030 saritarikibe@gmail.com SC
10 AKSHAY AASHRU HOLKAR |9860850293 aholkar0293@gmail.com OPEN
11 APEKSHA MAHENDRA PATOLE |9860442396 cedaund@gmail.com OPEN
12 VAISHNAVI RAJENDRA VABALE |7057753783 vaishnaviwabale27@gmail.com 0BC
13 RESHMA MADHUKAR JAGDALE|7743820339 ccdaund@gmail.com SEBC
14 TEJAS VINOD SURYAWANSHI| 9146537149 tejasvs2001@gmail.com SEBC
15 MAYUR SUDAM 7391999319 cedaund@gmail.com OPEN
SURYAWANSHI
16 NIRANJAN BAPU SAKAT 8551899411 niranjanbapusakat@gmail.com SC
17 PRASHANT SANJEEV KUMBHAR|9960499274 prashantk752001@gmail.com 0BC
18 JAYASHRI BALU BHAGWAT 7499016592 jayashri.b.0419450@gmail.com OBC
19 MAHESH HANUMANT 7756884427 dhagatemahesh@gmail.com OPEN
DHAGATE
20 AKASH DATTATRAYA GAVADE |9577224141 gavadeakash21@gmail.com NT(C)
21 SHRADHA BALU DAMSE 9423690852 ccdaund@gmail.com SC
22 PRIYANKA AMBADAS JADHAV (9028551903 privanka.j0419213@gmail.com OPEN
23 SWAPNIL UTTAM LONDHE 9028113282 londheswapnill3@gmail.com 0OBC
24 TEJAS PANDURANG KHALDE [9503060199 cedaund@gmail.com 0BC
25 ABHUIT VIJAY BHALERAO  [9022957587 abhijitbhalerao8620@gmail.com SC
26 YOGITA DILIP KADAM 9021181201 YORitak0S6@gmail.com OPEN
27 ANKITA GOVIND KADAM  |9119483969 ccdaund@gmail.com OPEN
28 SWATI POPAT JADHAV 9860110874 |adhavswatip12 @gmail.com OPEN
29 GAURI ANIL DONGARE 8378928650 gaurianildongare@gmail.com SEBC
30 KOMAL ABHIMANYU BHOSALE | 7756833569 komalbhosale29@gmail.com OPEN

s —=

i/C PRINCIPAL
shimthadi E_ucation Society »
“ate. K. G. ha.aria CoMege, Dauno

Tal-Daund, Dist.Pune-41380*



Lt. K. G. Kataria College, Daund.

VALUE ADDED COURSE - CYBER SECURITY
2019-20
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Lt. K. G. Kataria College, Daund.
VALUE ADDED COURSE - CYBER SECURITY

Class Attendance
Sr.No. | Name of Student
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Exam Attendance

Sr.No. Student Name Signature
1 GAURAV SURESH PATIL A
2 SUPRIYA DADASAHEB KHALADKAR ,@W
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Exam Attendance

sr.No. Student Name Signature
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Certificate Issued Record
Sr.No. Student Name Signature
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